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Edge computing has transformed data processing by moving computation
closer to the source, enabling real-time analysis and decision-making.
Edge devices are decentralized, which creates privacy and confidentiality
concerns, especially when applying machine learning algorithms to
sensitive data. Privacy-preserving machine learning methods for edge
computing are examined in this research. Federated learning,
homomorphic encryption, differential privacy, and secure aggregation are
examined as data protection methods for network edge machine learning.
A thorough study of these methods shows the challenges of balancing
privacy, computational economy, and model correctness. Federated
learning has promise for collaborative model training without raw data
sharing, but communication overhead and convergence speed remain. A
fictional healthcare use case shows how federated learning may be used
to train collaborative models across many edge devices while protecting
patient data. The case study stresses the necessity for sophisticated
optimizations to overcome edge device limits and regulatory compliance.
Federated learning algorithms, privacy-preserving procedures, and ethics
must be improved, according to the research. Future directions include
improving heterogeneous edge algorithms, addressing data ownership
and consent ethics, and increasing model decision-making openness. This
paper presents essential insights on privacy-preserving machine learning
in edge computing and advocates for robust techniques for different edge
environments. The paper emphasizes the importance of technological
advances, ethical frameworks, and regulatory compliance for secure and
privacy-aware machine learning in decentralized edge computing.
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1. Introduction

In recent years, the proliferation of edge computing has revolutionized the way data is processed,
analyzed, and utilized[1][2]. Edge computing represents a paradigm shift from traditional centralized
cloud computing by bringing computation closer to the data source, typically at the network edge,
encompassing [oT devices, sensors, and mobile devices[3][4]. This architectural shift offers reduced
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latency, improved response times, and enhanced bandwidth utilization, making it particularly
advantageous for applications requiring real-time processing and decision-making[s].

However, this distributed nature of computing at the edge raises critical concerns regarding
the privacy and security of the sensitive data being processed[6][7][8]. Edge devices, often constrained
by limited computational resources and communication bandwidth, handle a multitude of data types,
including personal, healthcare, industrial, and proprietary information[g][10]. The utilization of
machine learning algorithms on such sensitive data at the edge necessitates stringent measures to
safeguard individual privacy and prevent unauthorized access or disclosure[11][6][1].

Traditional methods of data transmission and centralized processing pose inherent risks, as
data traversing networks or residing in centralized repositories are susceptible to interception,
breaches, or exploitation[i12]. Moreover, the application of machine learning models directly on raw,
unencrypted data at the edge raises concerns about data leakage and privacy violations, especially in
scenarios where compliance with regulatory frameworks (such as GDPR, HIPAA, etc.) is
imperative[13][14].

To address these challenges, various privacy-preserving techniques have emerged as
promising solutions[15][16][17][18][19]. Federated learning enables collaborative model training across
distributed edge devices without sharing raw data, while homomorphic encryption allows
computation on encrypted data without revealing the underlying information[20][21]. Differential
privacy introduces controlled noise to protect individual data points, while secure multi-party
computation ensures joint computations without disclosing individual inputs[22][23][24].

Despite these advancements, the effective integration and optimization of privacy-preserving
machine learning techniques within edge computing environments remain a complex and evolving
research domain[25][26]. The unique constraints of edge devices—limited processing power, energy,
and storage—require tailored solutions that strike a balance between privacy preservation,
computational efficiency, and model accuracy[27][28].

Therefore, this research endeavors to delve deeper into these challenges, exploring the
limitations of existing privacy-preserving methodologies in edge computing contexts. By
understanding the intricacies of edge environments, assessing the performance trade-offs, and
innovating new techniques, this study aims to contribute novel insights and methodologies to enhance
the privacy-preserving capabilities of machine learning in edge computing. Ultimately, the goal is to
empower edge devices to perform sophisticated machine learning tasks while upholding data privacy
and security standards.

2. Method And Materials

This section will introduce the concept of Machine Learning-based models as the basic framework in
this research and the preparations made to build a new method Privacy-Preserving in Edge Computing
Environments.

2.1. Machine Learning-based models
Machine Learning (ML) is a subset of artificial intelligence that focuses on developing algorithms and
statistical models that enable computers to perform tasks without being explicitly programmed|[29].
The core theory of machine learning encompasses various concepts, including supervised learning,
unsupervised learning, and reinforcement learning[30][31][32].
a. Supervised Learning.
In supervised learning, the algorithm is trained on a labeled dataset, where each input is
associated with a corresponding output label[33][34]. The goal is to learn a mapping from inputs
to outputs so that the algorithm can make predictions on new, unseen data[33]. A common
objective is to minimize the difference between predicted outputs and true labels, often
measured using a loss function[35].
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Basic Formula:
1 n
Loss = —Z L (Vi F) et (1)
n i=1
Where n is the number of data points, y; is the true label, y; is the predicted output, and £ is
the loss function.
b. Unsupervised Learning.
Unsupervised learning deals with unlabeled data, aiming to find patterns, structures, or
relationships within the data[36][37]. Clustering and dimensionality reduction are common
tasks in unsupervised learning.
Basic Formula (K-Means Clustering):
k n
J=Z Z 2= I e 2)
i=14j=1
Where k is the number of clusters, n is the number of data points, x; is a data point, y; is the
centroid of cluster i, and ||-|| denotes the Euclidean distance.
c¢. Reinforcement Learning.

Reinforcement learning involves an agent learning to make decisions by interacting with an
environment[38][39]. The agent receives feedback in the form of rewards or penalties based on
its actions, allowing it to learn optimal strategies.

Basic Formula (Q-Learning):
Qs,a)=(1-a) -Q(s,a) +a-(R+y -maxy Q(s',a)) cccoreeeeerssseeeeeeeneennns (3)

Where Q(s, a) is the quality of action a in state s, « is the learning rate, R is the immediate
reward, y is the discount factor, s’ is the next state, and a' is the next action.

2.2. Developed mathematical model for privacy-preserving machine learning new
mathematical model for privacy-preserving machine learning.

A mathematical model for privacy-preserving machine learning in edge computing involves defining

the key components, variables, constraints, and objectives related to preserving privacy while

performing machine learning tasks at the edge. Below is an abstract representation of a mathematical

formulation for a privacy-preserving machine learning scenario in an edge computing environment.

Let's consider the scenario where a machine learning model is trained using data from multiple

edge devices without sharing raw data but only model updates. The objective is to optimize the model
training process while ensuring privacy through federated learning.

Symbols and Notations

N =Number of edge devices participating in the federated learning process.
M = Number of model parameters.

D; = Dataset available at edge device i.

0 = Model parameters to be learned.

U; = Local update computed by edge device i based on its dataset D;.

w = Aggregated model update received by the central server.

Variables:
6; = Local model parameters at edge device i.
a; = Weighting factor for edge device i during model aggregation.

Mathematical Formulation:

The federated learning process aims to minimize the discrepancy between the global model parameters
0 and the locally computed model updates across all edge devices while considering the privacy
constraints.

The objective function can be formulated as a minimization problem:
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121 o p-ISSN 2337-8646 e-ISSN 2721-561X

N
min, Z @l B=0, 12 e (1)

i=1

subject to:

N
WZZ a; 'Ui
i=1

U; = LocalUpdate (6;, D;)

Privacy Constraints: (e.g., differential privacy, encryption, noise addition).

The objective function aims to minimize the squared Euclidean distance between the global model
parameters (0) and the local model parameters (6;) weighted by «; representing the importance of each
edge device's contribution. The model updates (U;) are computed locally at each device based on its
dataset D;.

The central server aggregates the model updates (w) received from the edge devices,
considering privacy-preserving mechanisms such as differential privacy or encryption to ensure the
protection of sensitive data during the aggregation process.

The exact formulation and constraints might vary depending on the specific privacy-preserving
techniques employed (e.g., homomorphic encryption, differential privacy, secure aggregation) and the
nature of the machine learning algorithm used.

2.3. Numerical example
A simplified numerical example illustrating federated learning for privacy-preserving machine learning
in an edge computing scenario involving three edge devices.

Consider a scenario where a global model 8 with two parameters (M = 2) is being trained across
three edge devices (N = 3). Each edge device has its own dataset (D,, D,, D3), and the objective is to
update the global model through federated learning while preserving privacy.

For simplicity, let's assume the initial global model parameters are 6 = [1,1], and the local
model parameters at each edge device are as follows:

Edge device1 (6,):0; = [1.2,1.1]

Edge device 2 (6,):0, =[0.9,1.3]

Edge device 3 (83):65 = [1.0,1.0]

Let's use a simple averaging approach a; = % for the weights to aggregate the model updates. The model
update (U;) for each device is the difference between its local parameters and the global parameters:

Ui=9_9i

U, = [1.1] - [1.2,1.1] = [-0.2,—0.1]
U, = [1.1] — [0.9,1.3] = [0.1,—0.3]
Us = [1.1] - [1.0,1.0] = [0,0

Now, considering the objective function:

N
mingz ;-1 6-8; |2

i=1

Let's update the global model parameters (8) by aggregating the model updates (U;) received from the
edge devices:

1
W=§'(U1+U2+U3)

w == ([-0.2,—0.1] + [0.1,—0.3] + [0.0])

R =

w=2[0.1,-04]
w = [-0.033,-0.133]
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Now, let's update the global model parameters:
Onew = 0 +w

Onew = [1'1] + [_0-033, —0.133]

Onew = [0.967,—-0.867]

These updated parameters (8,,,, ) represent the new global model after aggregating the model updates
from the edge devices while preserving privacy through federated learning.

This simplified example demonstrates the iterative process of federated learning where local
model updates from edge devices are aggregated to update the global model while preserving the privacy
of individual datasets at the edge.

3. Results And Discussion

A practical case where the mathematical model formulation for federated learning in edge computing,
as described earlier, is applied to a scenario involving healthcare data.

Scenario: Federated Learning for Health Monitoring

In this hypothetical scenario, a healthcare provider aims to develop a machine learning model for
predicting patient health risks using data collected from wearable health monitoring devices. The goal
is to create a predictive model while ensuring the privacy of individual patient data stored on different
edge devices.

Edge Devices: Three hospitals or medical centers each equipped with wearable health monitoring
devices.

Data: Each hospital has a dataset (D,, D,, D;) containing anonymized patient health data (e.g., vital
signs, activity levels, medical history).

Objective: Develop a predictive model (0) for identifying potential health risks without sharing raw
patient data among the hospitals.

Numerical Example Recap:

Let's reuse the numerical example where three edge devices (N = 3) contribute their local model
updates (Uy, Uy, Us) to update the global model (0) using federated learning.

Local model parameters:

Edge device1 (6,):0; = [1.2,1.1]
Edge device 2 (6,):0, =[0.9,1.3]
Edge device 3 (83):65 = [1.0,1.0]

Case Study Application:

1) Data Collection and Privacy Preservation: Each hospital utilizes federated learning, allowing
the local models (6, 8,, 65 ) to compute their updates based on their respective patient datasets
(Dy, Dy, D).

2) Model Update and Aggregation: The local model updates (Uy, U,, Us) are sent to a centralized
server for aggregation while preserving individual data privacy using secure aggregation
techniques.

3) Global Model Update: The global model (0) is updated by aggregating the local model updates
according to the federated learning formulation.

4) Result: After model aggregation, the updated global model parameters (8,,,) are obtained
(e.g., Onew = [0.967,0.867]).

Application Outcome:
The federated learning process allows the healthcare provider to update the global predictive model ()
without explicitly sharing patient data between hospitals. The updated model (8,,,,) can now be used
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to make predictions for potential health risks among patients while maintaining the privacy of sensitive
health information stored at the edge devices.

This application demonstrates how federated learning, as formulated mathematically, can be
practically applied in a healthcare context, enabling collaborative model training across multiple edge
devices while ensuring data privacy and confidentiality.

4. Conclusion

The study embarked on an exploration of privacy-preserving machine learning methodologies in the
context of edge computing environments, aiming to address the critical need for safeguarding sensitive
data while leveraging the potential of machine learning at the network edge. Through a comprehensive
review of existing techniques such as federated learning, homomorphic encryption, differential privacy,
and secure aggregation, this research highlighted the significance of preserving data privacy in scenarios
where decentralized edge devices process sensitive information. The investigation unveiled the
complexities involved in balancing computational efficiency, model accuracy, and privacy constraints
in edge environments. While federated learning emerged as a promising approach for collaborative
model training without sharing raw data, challenges related to communication overhead, convergence
speed, and scalability were identified. Moreover, the integration of privacy-preserving mechanisms into
machine learning models at the edge necessitated a nuanced understanding of algorithmic trade-offs
and computational constraints specific to resource-constrained devices. The numerical example and
hypothetical application of a healthcare use case illustrated the practical implementation of federated
learning for predictive model training while safeguarding individual patient data stored across multiple
edge devices. However, it's imperative to acknowledge that real-world applications would demand more
intricate privacy-preserving techniques and optimization strategies tailored to specific domains and
regulatory frameworks. The study underscores the critical importance of advancing research and
development in privacy-preserving methodologies to foster trust, compliance, and adoption of machine
learning in edge computing. Future avenues of exploration might delve deeper into optimizing federated
learning algorithms, refining differential privacy mechanisms, and devising novel approaches to
mitigate privacy risks while maintaining model accuracy in diverse edge environments. In conclusion,
the research serves as a foundational stepping stone toward establishing robust, privacy-aware machine
learning frameworks tailored for edge computing, fostering a future where data confidentiality and
computational advancements converge seamlessly at the network edge.
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