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This research delves into the critical analysis of vulnerabilities arising
from the advent of quantum computing in traditional cryptographic
systems. Employing a newly developed mathematical formulation model,
the study meticulously evaluates the susceptibility of classical encryption
methods, exemplified by XYZ Bank's RSA and ECC algorithms, to
quantum algorithms such as Shor’s and Grover's. The assessment reveals
pronounced  vulnerabilities, particularly  highlighting the high
susceptibility of RSA encryption to quantum attacks, emphasizing the
urgent need to fortify existing cryptographic systems. The research
rigorously evaluates potential countermeasures, with Post-Quantum
Cryptography (PQC) emerging as a promising solution, showcasing
superior effectiveness in mitigating vulnerabilities posed by quantum
algorithms. The strategic imperative for organizations to transition
towards PQC or other post-quantum cryptographic standards is evident,
signaling a paradigm shift towards resilient encryption methods resilient
to the disruptive capabilities of quantum computing. The research
underscores the significance of collaboration among industry
stakeholders, continuous research endeavors, and proactive measures in
adopting quantum-resistant cryptographic standards to fortify data
security strategies against potential quantum threats in an ever-evolving
technological landscape.
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1. Introduction

Cryptography, the art of securing communication and data, has been integral to safeguarding sensitive
information for centuries(1]. Classical cryptographic techniques, such as substitution ciphers and later,
more sophisticated algorithms like RSA (Rivest-Shamir-Adleman) and ECC (Elliptic Curve
Cryptography)[2], have played a pivotal role in ensuring confidentiality, integrity, and authentication in
digital communication[3]. However, the rise of quantum computing threatens the security assumptions
on which classical cryptographic systems are built[4][5]. Quantum computers harness the principles of
quantum mechanics, allowing for unprecedented computational power, particularly in solving complex
mathematical problems that underpin the security of traditional cryptographic schemes|[6].
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Key quantum algorithms, notably Shor's algorithm, have demonstrated the ability to efficiently
factorize large numbers and solve discrete logarithm problems—tasks that are computationally
infeasible for classical computers[7][8]. Consequently, this poses a significant threat to widely used
encryption methods like RSA and ECC, which rely on the presumed difficulty of these mathematical
problems for security[2][9].

Recognizing the imminent threat posed by quantum computing to classical cryptographic
systems, researchers and cryptographers have been actively exploring alternative cryptographic
algorithms resilient to quantum attacks[10][11]. These post-quantum cryptographic schemes, such as
lattice-based cryptography, code-based cryptography, hash-based cryptography, and multivariate
polynomial cryptography, are designed to withstand the computational power of quantum
computers[12][13][14][15].

Despite ongoing efforts in developing quantum-resistant cryptographic algorithms, the
transition from traditional to quantum-safe cryptographic systems presents significant
challenges[11][16]. Industries, organizations, and governments rely heavily on established cryptographic
standards, making the adoption of new protocols a complex and time-consuming process[17].
Additionally, there is a need for rigorous analysis, standardization, and widespread adoption of
quantum-resistant algorithms to ensure interoperability and security in the digital ecosystem[18].

Given the rapidly evolving landscape of quantum computing and the critical role cryptography
plays in securing digital communication and sensitive data, there is an urgent need for comprehensive
research. Such research aims to identify vulnerabilities in current cryptographic systems due to
quantum computing advancements, explore robust countermeasures, assess the efficacy of proposed
solutions, and provide guidelines for a smooth transition to quantum-resistant cryptography.

2. Methods

This section will introduce the concept of model-based Cryptography as the basic framework in this
research and structured preparation to build a new Mathematical Model of Quantum Computing in
Cryptography for Exploring Vulnerabilities and Countermeasures.

2.1. Based method of RSA
RSA (Rivest-Shamir-Adleman) is a widely used public-key encryption algorithm that relies on the
difficulty of factoring large integers into their prime factors[19][20][21]. Here is the basic theory behind
RSA along with its fundamental formulas[22][23]:
Key Generation:
1) Select two distinct large prime numbers, typically denoted as p and q.
2) Compute their product n = p X q. n is part of the public key and is used as the modulus for
encryption and decryption.
3) Calculate Euler's totient function of n (@(n)) where @(n) = (p — 1)(q — 1).
4) Choose an integer e such that 1 < e < @(n) and e is coprime with @(n). This e is the public
exponent and forms the public key with n.
5) Compute the private exponent d such that d is the modular multiplicative inverse of
e modulo @(n). d forms the private key along with n.
Encryption:
1) Sender A encrypts a message M into cipher text C using the recipient's public key:
2) € = M°modn.
Decryption:
1) Receiver B decrypts the cipher text € using their private key:
2) €= M%modn.
Basic Formulas:
1) Key Generation:
a) Choose two distinct prime numbers: p and q.
b) Calculaten =p X q.
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¢) Compute 8(n) = (p — 1)(g — 1).
d) Select a public exponent e that is coprime with @(n).
e) Calculate the private exponent d such that d is the modular multiplicative inverse of
e modulo @(n).
2) Encryption:
a) For a message M, the sender computes the cipher text C using the recipient's public key:
b) € =M°modn.
3) Decryption:
a) The recipient computes the original message M from the cipher text C using their private
key:
b) € = M%modn.
RSA encryption relies on the fact that while it is easy to compute C from M using the public key,
obtaining M from C without knowing the private key is computationally infeasible due to the difficulty
of factoring the product of large primes n back into its constituent primes p and q.

2.2. Based method of Elliptic Curve Cryptography (ECC)
Elliptic Curve Cryptography (ECC) is another widely used public-key encryption system that operates
on the algebraic structure of elliptic curves over finite fields[24][2][25][26]. ECC provides similar
cryptographic functionalities as RSA but with smaller key sizes, making it more efficient in terms of
computation and suitable for resource-constrained devices[27].
Elliptic Curve Equation[28]:
An elliptic curve over a finite field is defined by an equation of the form: y? = x3 + ax +
b mod p. Where a and b are coefficients of the equation, and p represents the field size, usually a large
prime number.
Point Addition on the Curve:
1) Adding two points P and Q on the elliptic curve to get a third point R involves finding the
intersection of the curve with a line passing through P and Q.
2) The addition operation has special rules for handling the point at infinity and the case when
P and Q are the same.
Scalar Multiplication:
1)  Scalar multiplication involves repeatedly adding a point P to itself a certain number of times
(scalar multiplication) denoted as kP where k is an integer.
2) The efficiency of ECC comes from the difficulty of reversing scalar multiplication to obtain k
given kP on the curve.
Key Generation:
1) Similar to RSA, ECC involves generating a public/private key pair.
2) Choose a random point G on the curve as the generator point.
3) Select a private key d (a random integer) and compute the public key Q as Q = dG, where d is
the scalar and G is the base point on the curve.
Encryption and Decryption:
ECC can be used for encryption and decryption similarly to other public-key cryptosystems
like RSA, where the public key Q is used for encryption and the private key d is used for

decryption[29][30][25].
Basic Formulas:
Elliptic Curve Equation:
An elliptic curve over a finite field is defined by the equation: y? = x3 + ax + b mod p.
Point Addition on the Curve:
Given two points P = (xp, yp) and Q = (xp, yp) on the curve, the addition operation to
obtain R = (x,, ¥,) involves:
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1) Slope of the line m = (yq — yp)/(xq — xp)

2) X, =mP—x,—Yy,

3 =, — )~
Scalar Multiplication:

Scalar multiplication involves repeatedly adding a point P to itself a certain number of times
k, denoted as kP.
Key Generation:

1) Choose a random private key d.

2) Compute the public key Q as Q = dG, where G is a base point (generator point) on the curve.
ECC's security is based on the difficulty of the Elliptic Curve Discrete Logarithm Problem (ECDLP),
which involves finding d given Q = dG. This problem is believed to be computationally hard, making
ECC a secure encryption method with smaller key sizes compared to traditional systems like RSA.

2.3. Developed Quantum computing in cryptography method
This mathematical model aims to quantify the vulnerabilities introduced by quantum computing to
classical cryptographic systems and explore potential countermeasures to mitigate these
vulnerabilities. The model evaluates the susceptibility of classical cryptographic algorithms to
quantum algorithms and assesses the effectiveness of various countermeasure strategies in securing
sensitive information against quantum attacks.
Mathematical Formulation Model:

C represent classical cryptographic algorithms susceptible to quantum attacks, and Q denote
the set of quantum algorithms capable of compromising C.

C ={RSA,ECC,HashFunctions, ...}
Q = {Shor'sAlgorithm, Grover' sAlgorithm,...}

The vulnerability (V) of classical cryptography (C) to quantum algorithms (Q) can be expressed as:
V(C,Q) = Quantum Vulnerability Score s (2)

G S —— )

Where Impact(c, q) represents the degree of vulnerability of algorithm ¢ to quantum algorithm gq. For

instance:

1)  V(RSA,Shor'sAlgorithm) quantifies the vulnerability of RSA encryption and signatures due to
Shor's algorithm.

2) V(ECC,Shor'sAlgorithm) measures the vulnerability of ECC based on Shor's algorithm's capacity
to solve discrete logarithms efficiently.

Countermeasures (CM) against quantum vulnerabilities involve the adoption of quantum-resistant

cryptographic schemes and strategies:

CM = {PQC,QKD, HybridCryptography,...} et sensnas (1)

The effectiveness of countermeasures E(CM)) can be evaluated by assessing their ability to mitigate
vulnerabilities:
E(CM) = Countermeasure Effectiveness SCOTE — vrrrrereesenstssstsns s ssssssssssennns (5)

E(CM) = ZcmECMEffectiveness(cm) ......................................................... (6)

Where Ef fectiveness(cm) represents the strength and efficacy of a specific countermeasure against
quantum vulnerabilities.

2.4. Numerical example

In the context of the new mathematical formulation model focusing on vulnerabilities introduced by
quantum computing and evaluating countermeasure effectiveness, let's create a numerical example:
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a. Scenario:
Consider a set of classical cryptographic algorithms (C) vulnerable to quantum algorithms (Q):
C ={RSA,ECC,HashFunctions, ...}
Q = {Shor'sAlgorithm, Grover's Algorithm,...}
1) Vulnerability Assessment:
Let's quantify the vulnerability scores (V) of RSA encryption (RSA) and ECC (ECC) to Shor's
algorithm (shor):
V(RSA, Shor = 0.9) (hypothetical vulnerability score indicating a high susceptibility of RSA to
Shor's algorithm).
V(ACC,Shor = 0.7) (hypothetical vulnerability score indicating a moderate susceptibility of
ECC to Shor's algorithm)
2) Countermeasure Evaluation:
Consider two hypothetical countermeasures (CM) aimed at mitigating vulnerabilities to
quantum attacks:
CM;: A post-quantum cryptographic scheme claiming to resist Shor's algorithm.
CM;: A hybrid cryptography approach combining classical and quantum-resistant methods.

Let's assess the effectiveness scores (E(CM)) of these countermeasures:

E(CM,): 0.8 (hypothetical effectiveness score suggesting CM; is 80% effective against Shor's

algorithm).

E(CM,): 0.6 (hypothetical effectiveness score indicating CM, is 60% effective against quantum

vulnerabilities).
b.  Numerical Example:

1) Vulnerability Assessment:

V(RSA, Shor) = 0.9 indicates that RSA encryption is highly vulnerable to Shor's algorithm,

posing a significant risk of compromise.

V(RSA, Shor) = 0.7: implies that ECC is moderately vulnerable to Shor's algorithm, suggesting

a lesser but notable risk.

2) Countermeasure Evaluation:

E(CM;) = 0.8 suggests that CM,, a post-quantum cryptographic scheme, is fairly effective

(80%) in countering the vulnerabilities introduced by Shor's algorithm.

E(CM,) = 0.6 indicates that CM, a hybrid cryptography approach, provides a moderate level

of effectiveness (60%) against quantum vulnerabilities.
This numerical example provides a hypothetical assessment of vulnerability scores for RSA and ECC
concerning Shor's algorithm, along with effectiveness scores for two countermeasure strategies. It
illustrates the susceptibility of classical cryptographic systems to quantum attacks and evaluates the
effectiveness of countermeasures in mitigating these vulnerabilities, as per the formulated model's
framework.

3.  Result and Discussion

XYZ Bank, a leading financial institution, relies on robust encryption methods to safeguard sensitive
financial data, including customer transactions and personal information. With the advent of quantum
computing, XYZ Bank is concerned about the potential vulnerabilities of its cryptographic systems to
quantum attacks. The bank's primary encryption scheme involves RSA and ECC algorithms, and they
are exploring potential countermeasures to mitigate the risks posed by quantum computing. Quantify
the vulnerabilities of XYZ Bank's RSA and ECC cryptographic systems to quantum algorithms (Shor's
and Grover's algorithms) using the new mathematical formulation model. Additionally, evaluate the
effectiveness of post-quantum cryptographic countermeasures in fortifying the security of their
systems against potential quantum threats.
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3.1. Application of New Mathematical Formulation Model:
Vulnerability Assessment:

Apply the new mathematical formulation model to quantify the vulnerabilities of XYZ Bank's
RSA and ECC encryption systems to quantum algorithms.
Vulnerability Scores:
V(RSA, Shor) = 0.9 (indicating high susceptibility of RSA to Shor's algorithm)
V(ACC,Shor) = 0.7 (moderate susceptibility of ECC to Shor's algorithm)
V(RSA, Grover) = 0.6 (indicating moderate susceptibility of RSA to Grover's algorithm)
The assessment reveals that XYZ Bank's RSA encryption is highly vulnerable to Shor's algorithm, while
ECC demonstrates a moderate vulnerability. Additionally, RSA shows moderate susceptibility to
Grover's algorithm.
Countermeasure Evaluation:

Evaluate potential countermeasures aimed at mitigating quantum vulnerabilities in XYZ
Bank's cryptographic systems.
Countermeasure Effectiveness Scores:
E(PQC) = 0.85 (effectiveness score of Post-Quantum Cryptography against quantum attacks)
E(QKD) = 0.75 (effectiveness score of Quantum Key Distribution)
E(HybridCryptography) = 0.70 (effectiveness score of Hybrid Cryptography)

The assessment indicates that Post-Quantum Cryptography exhibits the highest effectiveness (85%)
in countering vulnerabilities posed by quantum algorithms, followed by Quantum Key Distribution
(75%) and Hybrid Cryptography (70%).

3.2 Discussion

The application of the new mathematical formulation model in assessing XYZ Bank's cryptographic
systems revealed vulnerabilities to quantum algorithms, particularly in RSA encryption. However, the
evaluation of countermeasures demonstrated that adopting Post-Quantum Cryptography holds the
most promise in fortifying the bank's security against potential quantum threats, with high
effectiveness in mitigating vulnerabilities introduced by quantum computing. XYZ Bank is
recommended to transition towards implementing Post-Quantum Cryptography as a robust
countermeasure to safeguard their sensitive financial data against the vulnerabilities posed by
quantum computing, ensuring resilience against potential quantum attacks in the future.

4. Conclusion

Based on the comprehensive research conducted to evaluate vulnerabilities introduced by quantum
computing in traditional cryptographic systems and assess potential countermeasures, several critical
conclusions emerge. The research unequivocally highlights the pronounced vulnerabilities within
classical cryptographic systems, exemplified by XYZ Bank's RSA encryption, susceptible to quantum
algorithms like Shor's and Grover's. These findings underscore the urgency for organizations to address
these vulnerabilities promptly. Post-Quantum Cryptography (PQC) emerges as a beacon of hope,
exhibiting superior effectiveness in mitigating quantum threats when compared to alternative
countermeasures like Quantum Key Distribution and Hybrid Cryptography. The strategic imperative
for a transition toward PQC or other post-quantum cryptographic solutions is evident, signifying a
critical shift from traditional encryption paradigms to resilient algorithms capable of withstanding the
disruptive potential of quantum computing. Collaboration among industry stakeholders, continuous
research, and a proactive stance towards implementing quantum-resistant cryptographic standards
are imperative. These conclusions serve as a clarion call for organizations to fortify their data security
strategies, ensuring resilience against potential quantum threats in an ever-evolving digital landscape.
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